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Projectathon Tooling
CA:FeX Client & Server Simulators




What are the CA:FeX Client & Server Simulators?

s CA:FeX Client Simulator: A web application, based on the Swagger Ul, used
to simulate CA:FeX conformant clients, with or without IUA authorization.

%+ CA:FeX Server Simulator: A FHIR server with RESTful APIs used to simulate
CA:FeX conformant servers, with or without IUA authorization.
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Training Objectives

This training aims to meet the following objectives:

v" Provide an understanding of the CA:FeX Client Simulator, when to use it,
how to use it, and where to access it

v" Provide an understanding of the CA:FeX Server Simulator, when to use it,
how to use it, the options for using this tool with authorization and without
authorization, and where to access it
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CA:FeX Simulators Architectural Overview

CA:FeX Client

Simulator

https://ps-swagger.apibox.ca/

System Under Test
(Client)

<your-cafex-client>
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~, System Under Test
(Server)

G az el Ie P roxy — https://<your-cafex-server-endpoint>

CA:FeX Server

Simulator

Results

https://pancanadianio.ca:10001/fhir/cafex (Option A)
https://pancanadianio.ca:10001/fhir/cafex-iua (Option A)
https://pancanadianio.ca:10002/fhir/cafex (Option B)
https://pancanadianio.ca:10002/fhir/cafex-iua (Option B)

Gaz e| | e Datah ouse https://pancanadianio.ca:10003/fhir/cafex (Option C)
https://pancanadianio.ca:10003/fhir/cafex-iua (Option C)

https://pancanadianio.ca:10004/fhir/cafex (Option D)
Link for Test https://pancanadianio.ca:10004/fhir/cafex-iua (Option D)

Evidence

Gazelle Test
Management @ Canada Health Infoway




What are the CA:FeX Simulators’ Capabilities?

CA:FeX has three types of transactions: CA:FeX-1 (Submit), CA:FeX-2 (Search), CA:FeX-3
(Retrieve), each with various options (A, B, C, D) for how they can be performed based on the
FHIR resources used.

The Client Simulator and Server Simulator are configured to execute all transactions and
options:

% Submit, Search, & Retrieve FHIR Document Bundles (Option A)

% Fetch (Create and/or Retrieve) DocumentReferences and surrounding content (Option B)
% Submit, Search, & Retrieve Individual Patient Resources (Option C)

% Retrieve the most recent Patient Summary Document using $summary operation (Option D)

Each transaction can be simulated with or without authorization tokens (using the IHE IUA
profile).
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When to use the CA:FeX Client Simulator

The CA:FeX Client Simulator is used in Pre-Projectathon and No Peer testing when a
participant wants to test that their FHIR Server (System Under Test) can receive FHIR
Resources and respond to requests according to the CA:FeX transactions

s The Client Simulator Ul is organized into pages by Option (A, B, C, D), each page has a
visual documentation and buttons to execute various APIs. Participants can test some or all
of the CA:FeX transactions using this tool

% The user designates the server endpoint that the Client Simulator will interact with, typically
entering the proxied endpoint that allows traffic to be logged for test evidence

% The Ul is pre-loaded with examples and configurable parameters that allow the tester to
customize what is sent to their System Under Test

% Responses to API calls are viewable in the Ul and stored in the Gazelle Datahouse-Proxy
to use for test evidence
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When to use the CA:FeX Server Simulator

The CA:FeX Server Simulator is used in Pre-Projectathon and No Peer testing when a
participant wants to test that their FHIR Client (System Under Test) can request FHIR
Resources according to the CA:FeX transactions

X/

% The Server Simulator has no Ul but is configured to support the required endpoints and

parameters for all transactions and options in CA:FeX. Participants can test some or all of
the CA:FeX transactions using this tool

% The Server Simulator has open and IUA-authorized endpoints that are proxied to allow
traffic to be logged for test evidence

% Responses to API calls are returned to the Client and stored in the Gazelle Datahouse-
Proxy to use for test evidence
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Tool Demonstration — Client Simulator Ul

o N_aVigate to the page F Canada Health Infoway Swagger Ul | [ Ps-cA_(cA-Fex_Bundie_option A) - | | o
directly or select from the Inforoute Santé du Ganada

dropdown menu

Patient Summary API (CA:FeX): Bundle Option (A) @<

RESTful APIs used to save and retrieve Patient Summary documents. This page contains Bundle Option (A) transactions

Based on CA:FeX profile

e Enter your server’s proxied
endpoint information

Note:

« Where applicable, FHIR search interactions are required to support both GET and POST methods.

See InStI’UCtIOI’lS fOI’ Set“ng u p prOXy: In the POST variant, parameters may appear in both the URL and the body.
. . . See FHIR search for more details.
ht'[pS//pancanadlanIO Ca/g a.Ze”e' « This page is intended to be used as dynamic documentation for the PS-CA CA:FeX APls

Please do not include any PI/PHI in the documents exchanged via this page.
« The data served by this page is ephemeral and should not be considered as persistent in the long term
« When executing transactions combined with authorization (utilizing IHE |UA profile), a valid access token is required that is provided by the authorization server.
The token must include the respective scopes for each CA:FeX transaction (CAFEX-1, CAFEX-2 and CAFEX-3). Use the Authorize button to provide the access token.

documentation/Proxy/user.html

Optional:

Servers

If testlng With IUA |[ incanadianio.ca:<your-proxied-server-endpoints ¥ ]l o Available authorizations , e
Authorization Token, click

“A h H ” Bearer Authorization (http, Bearer)
uthorize” button

Value:

@ In pop-up, enter Bearer !
8
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Tool Demonstration — Client Simulator Ul

Click to expand the API that you
would like to execute

Customize the content of the

call to your server's Endpoint,

examples include:

- Use loaded patient examples
or paste in your own

- Use presets or provide values
for parameters that the client
will use in the call to your
server

e Click "Execute"
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Canada Health Infoway Swagger Ul | PS-CA_(CA-FeX Bu| * Canada Health hlmya =t Swagger Ul __Pm,:m&x,aumwe,omu) -
u

Inforoute Santé du Canada

Data Recipient 47 for ssuing Ptient Summary documents

[ P rem———

‘Saues 2 naw Patient Summary to the document repastory
Based on transaction Submit FHIR Document [CATeX-1]
[CAFeX-14] to 3 Data Recipiant, 1o ransmit 3 PS-CA document

and associated metadats as a FHIR transaction.

-

sena mpty vas

_format ‘Specifies atemative response formats by their MI
string type: string
(query) application/fhir+json ~

Sand smpty valus

timestamp ‘Spacifies the fimestamp when the PS-CAwss cre3
string type: string.
(query) timestamp

ition.patint identifier Speciies the i of the patient that i subject
string type: string
(query) e composiion patient identifier

ition. type i type of the PS-CA docur
string type: string
(query) 805915

fies the status of

string type: string

(query) composiiion status.

Data Responder Pl i revisvng Patient ¥
- Data Recipient (server)
- Data Source folient)
GE /e Pt ot ot et B i e i o ; .
Fstrieves 3 list of that satisfy
Based on transaction Search FHIR Document [CA-FeX-2A] Par
‘Search FHIR Doument [CAFeX-24) remeters
Participating actors:
- Dts Respondsr (server] T —
- Dats Consumer (cient)
_prefty  Specifies whether response chould be prey print=d
boulean  fype:siring
Parsmeters P R L
—— ‘Sand emply vaiue
tame E _format i i . when a client i unable. =)
i ypesstring
_prety Spacifies whether resgonse shouk be presty prined (wery) [ epplicsbonfimon
oalean type: string

‘Sand smply vaiug

Fequest body

Prame
Roberta Gray (PS-CA20.0]- 570131~
1% {

icentifior- systen.ong”,
032 5bp. 4728 bade TaLEISElacd”

esenen,

76 dos2- 3485 225a58CRAERE",

atus”: “ateieisnal

1
Slratua®s “final’,

-

application/fhirtjson ~

"ot mlas-\"hite: /s crg/ 1998 faimnl\Frimary Problers Robersa is 3 normally well-controlled Type 2 disbotic with well-ranaged hypertension. she cxpericnes sccar

Execute




Tool Demonstration — Client Simulator Ul

After execution, scroll down to
view the Curl request sent to
your proxied endpoint and the
Server Response details

After successfully executing the
request against your proxied
endpoint, navigate to the
Gazelle Datahouse to select the
"Access detail" you would like to
use for evidence

Copy the permanent link for
pasting into Gazelle Test
Instance
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Responses

Swagger Ul (oo oo~

sdle?_pretty=falek format-applicationtaefuiriasisan’ \

Gazelle datahouse - Proxy

Gazelle

Standard Sender hostname Sender ip address Proxy part

Receiver hostname Recelver ip address Message type

" (oo 1) (oo 1]

Secured message

] Hide error messages

,, Access

PM-
HTTP 1207:40: dev-ps-swagger-api.apiboxca noon 130931335 200
4019 ot 2024 e swogger apiap 8 [
PM - Nov 22, Access
HTTP (TS 121739619 30931335 ool dev-ps-swagger-apiapiboxca POST c]
AST 2024 Letats © deuails
PM - Now 22, A
HTTP 1215:40:86 S = Laci —
Gazelle datahouse - Proxy
HTTP (T 1215:40277 | /7
2154077 /Gy zelle
» € oot
COT I O
Hestname: 120931325 Hostname: o oibas
12 addrass: 1093IS 1 sddrass: 151
port: 7501 port; 453
TLS wersion: TLSW1 2 € TLS version: TLSVI S
Cipher suite: TLS, AES 256, 6CM_SHATSA Clpher suite: TLS_AES 128 M _SHAZSS
Certficats subject:
on CNeAmazon RSA 2048 MO, OsAmazan, CUS, CNsAmazon oot CA
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Where to Access the CA:FeX Simulators

CA:FeX Client Simulator
(Direct Links for Option A, B, C, D)

CA:FeX Server Simulator
(without authorization)

CA:FeX Server Simulator
(with authorization)

CA:FeX Specification
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¢ https://ps-swagger.apibox.ca/index.html?spec=PS-CA (CA-FeX Bundle Option A)

¢ https://ps-swagger.apibox.ca/index.html|?spec=PS-CA (CA-FeX Metadata Option B)
+» https://ps-swagger.apibox.ca/index.html?spec=CA-FeX (Single Resource Option C)
¢ https://ps-swagger.apibox.ca/index.html?spec=PS-CA (CA-FeX Summary Option D)

https://pancanadianio.ca:10001/fhir/cafex (Option A)
https://pancanadianio.ca:10002/fhir/cafex (Option B)

https://pancanadianio.ca:10003/fhir/cafex (Option C)

https://pancanadianio.ca:10004/fhir/cafex (Option D)

https://pancanadianio.ca:10001/fhir/cafex-iua (Option A)

https://pancanadianio.ca:10002/fhir/cafex-iua (Option B)

https://pancanadianio.ca:10003/fhir/cafex-iua (Option C)

https://pancanadianio.ca:10004/fhir/cafex-iua (Option D)

https://infoscribe.infoway-inforoute.ca/display/PCl/CA%3AFeX+Release+Information
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https://ps-swagger.apibox.ca/index.html?spec=PS-CA_(CA-FeX_Bundle_Option_A)
https://ps-swagger.apibox.ca/index.html?spec=PS-CA_(CA-FeX_Metadata_Option_B)
https://ps-swagger.apibox.ca/index.html?spec=CA-FeX_(Single_Resource_Option_C)
https://ps-swagger.apibox.ca/index.html?spec=PS-CA_(CA-FeX_Summary_Option_D)
https://pancanadianio.ca:10001/fhir/cafex
https://pancanadianio.ca:10002/fhir/cafex
https://pancanadianio.ca:10003/fhir/cafex
https://pancanadianio.ca:10004/fhir/cafex
https://pancanadianio.ca:10001/fhir/cafex-iua
https://pancanadianio.ca:10002/fhir/cafex-iua
https://pancanadianio.ca:10003/fhir/cafex-iua
https://pancanadianio.ca:10004/fhir/cafex-iua
https://infoscribe.infoway-inforoute.ca/display/PCI/CA%3AFeX+Release+Information
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Thank yout

To learn more about the Projectathon 2025, visit:
https://infoscribe.infoway-inforoute.ca/display/PCl/Scope%3A+Projectathon+2025

Contact Information:

interoperability@infoway-inforoute.ca

VISIT OUR WEBSITE LET’S CONNECT ON LINKEDIN
infoway-inforoute.ca linkedin.com/company/canada-health-infoway/
VISIT OUR SURVEY WEBSITE LET’S CONNECT ON TWITTER
insights.infoway-inforoute.ca/ @infoway



https://infoscribe.infoway-inforoute.ca/display/PCI/Scope%3A+Projectathon+2025
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