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Projectathon Tooling
CA:eReC Client & Server Simulators




What are the CA:eReC Client & Server Simulators?

s CA:eReC Client Simulator: A web application, with user interface, used to
simulate CA:eReC conformant clients (supports Requester and Performer Client
transactions).

s CA:eReC Server Simulator: A FHIR server with RESTful APIs used to simulate
CA:eReC conformant servers. Currently supports an open (non-lUA) endpoint.
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Training Objectives

This training aims to meet the following objectives:

v" Provide an understanding of the CA:eReC Client Simulator, when to use it,
how to use it, and where to access it

v" Provide an understanding of the CA:eReC Server Simulator, when to use it,
how to use it, and where to access it
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CA:eReC Simulators Architectural Overview

CA:eReC Client _, System Under Test
Simulator (Server)
https://erec-client.apibox.ca/index.html Gaze”e Proxy —— https://<your-caerec-server-endpoint>
System Under Test CA-eReC Server

(Client)

<your-caerec-client>

Simulator

Results

https://pancanadianio.ca:10008/erec/requester//$process-message
https://pancanadianio.ca:10009/erec/performer//$process-message

Gazelle Datahouse

Link for Test
Evidence

Gazelle Test
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What are the CA:eReC Simulators’ Capabilities? %

CA:eReC has multiple transactions performed by various actors (eReC Requester, eReC
Performer, eReC Informer). Systems participating in eReferral and eConsult may have different
levels of maturity / capability to support the full span of transactions.

The Client Simulator and Server Simulator are configured to execute and receive the
following transactions for Level 1, Level 2, and Level 3 systems:

+ Send new service request [eReCm-1] +» Notify update request processing [eReCm-7]*

+» Notify update service request [eReCm-3]* + Notify new appointment [eReCm-8]**

+ Notify data correction [eReCm-4]* + Send communication from requester [eReCm-9]**
+ Revoke service request [eReCm-5] + Send communication from performer [eReCm-10]**

+ Notify new request processing [eReCm-6]*

*Not required for Level 1 testing
** Not required for Level 2 testing
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When to use the CA:eReC Client Simulator

The CA:eReC Client Simulator is used in Pre-Projectathon and No Peer testing when a
participant wants to test that their FHIR Server (System Under Test) can receive FHIR
Resources and respond to requests according to the CA:eReC transactions

X/

% The Client Simulator Ul is organized into a Requester Screen and a Performer Screen,
each screen has a visual documentation and buttons to submit CA:eReC FHIR messages
in XML/JSON to a server endpoint. Participants can test some or all of the supported
transactions using this tool

s The user designates the server endpoint that the Client Simulator will interact with, typically
entering the proxied endpoint that allows traffic to be logged for test evidence

s The Ul is pre-loaded with examples in addition to an editor that allows the tester to
customize what is sent to their System Under Test

s Responses to API calls (in the form of response messages) are viewable in the Ul and

6 stored in the Gazelle Datahouse-Proxy to use for test evidence
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When to use the CA:eReC Server Simulator

The CA:eReC Server Simulator is used in Pre-Projectathon and No Peer testing when a
participant wants to test that their FHIR Client (System Under Test) can receive FHIR
Resources and respond to requests according to the CA:eReC transactions

‘0

* The Server Simulator has no Ul but is configured to support the required transactions for
CA:eReC Level 1, 2, & 3 systems. Participants can test some or all of the CA:eReC
transactions using this tool

% The Server Simulator has an open endpoint to emulate the Requester Server
(https://pancanadianio.ca:10008/erec/requester/$process-message) and an open endpoint
to simulate the Performer Server (https://pancanadianio.ca:10009/erec/performer/$process-
message). These are proxied to allow traffic to be logged for test evidence

* Responses to API calls (in the form of response messages) are returned to the Client and
stored in the Gazelle Datahouse-Proxy to use for test evidence
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Tool Demonstration — Client Simulator Ul

SeleCt the deSired screen based on Canada Health Infoway eReferral - eConsult Client Simulator
. . Inforoute Santé du Canada

the role you would like the Client

Simulator to play (i.e., CA:eReC

Requester, CA:eReC Performer)

1 CA:EREC REQUESTER CA:EREC PERFORMER

CA:eReC Requester Simulator

The CA:eReC requester simulator acts as a message exchange partner to send CA:eReC messages to an CA:eReC performer based
on the pan-Canadian eReferral-eConsult specifications (CA:eReC v1.0.3 DFT)

Please do not include any PI/PHI into the documents.

) SEND MESSAGE BROWSE MESSAGES
Q Populate the eReC Server URL with S —
your server’s proxied endpoint Server URL
Inform atlon e https://pancanadianio.ca:<your-caerec-proxied-endpoint>/$process-message

. . . Send CA:eReC FHIR Message Bundle (JSON/XML)
See instructions for setting up proxy:

https://pancanadianio.ca/gazelle-
documentation/Proxy/user.html

Load CA:eReC sample data
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Tool Demonstration — Client Simulator Ul

C“Ck “Load CA:eRecm Sample data”, ' R Health’lnfoway eReferral - eConsult Client Simulator
i Inforoute Santé du Canada

select the desired message from the

dropdown menu of loaded eReC

CA:EREC REQUESTER CA:EREC PERFORMER

example messages Server URL
https://pancanadianio.ca:<your-caerec-proxied-endpoint>/$process-message
ThIS WI” popl"”ate the SeleCted SeLnfl‘qA_gR\eC F‘HlﬂRrMessage Bundle (JSON/XML)
message In the VIGWGI’ e CA:eReCm-1 (e-referral request for Gastric care management - 1)
The destination endpoint in the @ e, .
example Wl” be populated Wlth the : "http://fhir‘.infob.\ay—lnforoute.ca/io/(AfeReC/Str'uctur‘enefjnition/(A—eRe[—r~lessageHeader".

s
"eventCoding”: {
"system": "http://fhir.infoway-inforoute.ca/io/CA-eReC/CodeSystem/message-event-code"”,
"code": "add-service-request”

Server URL that is supplied

}

s
"destination™: [

If desired, the message can be . G
- - . . name" : M arget”,
@ d”"ectly entered/edlted |n the VIeWer ) "endpoint”: "https://pancanadianio.ca:<your-caerec-proxied-endpoint>/$process-message”
interface PRI o

1

VALIDATE CA:EREC
SEND CA:EREC MESSAGE
MESSAGE
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Tool Demonstration

If sending a message that is in
response to another message (e.g.,
CA:eReCm-3, CA:eReCm-5, etc.) you
can also select a previously exchanged
bundle to reply to.

This will populate the contents in your
bundle with relevant details from the
original Bundle the message is in
response to (e.g.,
ServiceRequest.identifier,
Communication.basedOn, etc.)
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Inforoute Santé du Canada eReferral - eConsult Client Simulator

CA'EREC REQUESTER

CA:EREC PERFORMER

Server URL

https://pancanadianio.ca: 10009/erec/performer/$process-message

Send CA:eReC FHIR Message Bundle (JSON/XML)

Load CA'eReC sample data

CA:eReCm-3 (update e-referral request to update Gastric care management)

Select bundie to reply Number of bundles to load

@ [ 2024-12-23 12:28 — add-service-request — http:/example-identifier-system-uri.c...

Last 10

2024-12-23 12:28 — add-service-request — http://example-identifier-system-uri.ca | 6BFSACDE
2024-12-23 12:13 — add-service-request — http://example-identifier-system-uri.ca | ACO537FE

2024-12-23 12:08 — add-service-request — http://example-identifier-system-uri.ca | 08F0DI0F

o MULP T/ 7 TALT INTOWAY = 1NTOrOULE, Ca7 L0/ CA=EKELy Structureperinriony CA-eReC -Bundle”

]
s
"identifier™: {
"system": "http://ex-erec-identifier-system.org"”,

"value": "baafodfe-ob78-4729-8b67-b91e36f6aafs”
1

!

VALIDATE CA:EREC
MESSAGE

SEND CA:EREC MESSAGE
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Tool Demonstration — Client Simulator Ul

C“Ck “Va”date CA EREC Message”, tO Canada Health'lnfoway eReferral - eConsult Client Simulator
. Inforoute Santé du Canada
validate the message

CA:EREC REQUESTER CA'EREC PERFORMER

o
A valld_message will r_etu“rn an ) _ @ Stetie Codor 200 OK
OperationOutcome with “All Ok” details -1 B
R . "resourceType”: "Operaticnoutceme"”,
in the viewer - "izs“e” [
= "extension": [
- {
Any errors (eg, mandatory e|ementS Hsgiu;m:z‘;z;{;{hilor‘g/fhlr/Str‘uctureDeﬁn1tJ.on/oper‘atlonoutcome—lssue—llne 5
missing) will display with issue details. B
"url™: "http://hl7.org/fhir/StructureDefinition/operationoutcome-issue-col”,
"valueInteger": 2
) ) 13
NOte The Valldatlon Only performs . ¢ ur‘l "h‘Ftp.:vf’/hh.c_)r‘g/'w‘hir/Str‘u(tur;eDe'F%n%tion/opeP?tionout(ome—message—id",
CheCkS agalnSt hard ConStralntS, ) valueString”: "validation VAL_Profile Minimum_SLICE
additional manual checks are required f;eze:iwn;
. .. code": "processing”,
to check for optional/conditional Do denils
mUStSUpport elements i ! "system": "http://hl7.org/fhir/java-core-messageIld",
"code": "validation_vaL_profile minimum_SLICE"
}
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Tool Demonstration — Client Simulator Ul

e Click “Send CA:eReC Message” to
submit the message to the destination
server

@ The Client Simulator will display any
details that are sent in response to the
message, this may be in the form of:

- FHIR Message sent in response
(e.g., an eReCm-6 in response to an
eReCm-1 message)

- OperationOutcome in the case of an
error
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Inforoute Santé du Canada eReferral - eConsult Client Simulator

CA:EREC REQUESTER CA'EREC PERFORMER

"meta”: {
"profile": [
"http://fhir.infoway-inforoute.ca/io/CA-eReC/Structurebefinition/CA-eReC-Bundle™
1

3
"identifier": {
"system": "http://ex-erec-identifier-system.org”,
"value"”: "a936eced-6dc@-4a86-9cho-6dateds4bs7a”
1
4 [
!

VALIDATE CA:EREC
SEND CA:EREC MESSAGE
MESSAGE

v

@ Status Code: 200 OK

- { Ly
"resourceType”: "Bundle", []
"id": "2f2calev-1242-4cf9-a84f-9d92c93abla3”,

"type": "message”,
"timestamp": "2024-12-23T16:28:19.638+00:00",
“entry™: [
"fullurl™: "urn:uuid:bcacdela-fb62-4d16-83df-ec7befabaliz”,
"resource”: {
"resourceType”: "MessageHeader”,
"id": "bcacdela-fb62-4d16-83df-8c7b6f4aball?"”,
"motate [ v
4 [

1
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Tool Demonstration — Client Simulator Ul

You can look up previously exchanged ' Canada Health Infoway

. . Inforoute Santé du Canada
bundles (e.g., to find business
identifiers) by clicking “Browse

”»
Messages :|°
SEND MESSAGE BROWSE MESSAGES

eReferral - eConsult Client Simulator

CA:EREC REQUESTER CA'EREC PERFORMER

Server URL
@ Choose from “Sent Bundles” or hitps:/ipancanadianio,ca:10008/ereciperformer/$process-message
“‘Received Bundles” and indicate the View SentiReceived CA:eReC Message Bundes
number of bundles you would like to @ o oo 0 renesins
load for selection RETRIEVE SENTIRECEIED BUNDLES o .

3 bundles loaded

@ SeleCt the bundle you Would ||ke tO |Oad @ [;0;4-1?-2312;28—add-servwce-request—http//example-\dent\rier-system-uri.ca\GBF6ACDE

i nto th e Vi ewer 2024-12-23 12:28 — add-service-request — http://example-identifier-system-uri.ca | 6BFSACDE

2024-12-23 12:13 — add-service-request — http://example-identifier-system-uri.ca | ACO537FE

2024-12-23 12:08 — add-service-request — http://example-identifier-system-uri.ca | 08F0DS0F

v TS LUPUATeU I Z0Za= 1223 T IO T 28T I8 YauFouToe Ty
"profile": [
"http://fhir.infoway-inforoute.ca/io/CA-eReC/StructureDefinition/CA-eReC-Bundle”

1

s
“identifier": {
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Tool Demonstration — Client Simulator Ul A

After successfully executing the
request against your proxied
endpoint, navigate to the
Gazelle Datahouse to select the
"Access detail" you would like to
use for evidence

e In Message View, Review your
Message Content and Click
“Validate” button
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/J Gazelle datahouse - Proxy
Gazelle

» Standard Sender hostname

Sender ip address Proxy port

Receiver hostname

[ Start typing..

J { Start typing

] [ Start typing

Start typing.

] [ Start yping }

Receiver ip address Message type

Secured message

Clear Save N
Start typing... Start typing ] [ Start typing J all search =
Date from /to
mm/dd/yyyy,—i— AM AST - mm/dd/ywyy,—i— AMAST @ (O Hide error messages

Standard ¢ Timestamp ¢

AM - Dec 05,
10:48:31:690
AST 2024

HTTP

Receiver < Action

€c2-15-222-108-49.ca-central- Access
erec-fhir-server.apibox.ca 10008 200 7 e -
1.compute.amazonaws.com details

1P address: 1522210849
Browy port 10008 -
Cortificate subjsct: Ch=pancanadianioca

LS version: TLSL3

HupResponse ¢ B2 ofa08 3

Clpher suite: TLS_AES,_ 256 CCM_SHAIS4

b T g Access
ox.ca ,
/J Gazelle datahouse - Proxy details
azelle a-central- Access
200 &} .
» ¢ Cobsek JaWS.COM details
Access
boxca POST 7 .
details

€ Tisversion: TLsis
Gipher suiter TLS_AES. 128 GOM_SHA2SE

Cartificate subjact
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Tool Demonstration — Remote Message Validation R

e Validate ®
e In the pop-up window, Select
“Body only” and select the FHIR
profile you would like to validate [B“”“’”"’ ]
the message against T — ]
O[]

A summary of validation results will
appear in the validation box.

H [13 H ”
@ Click “Validate” button —
nder
b 1N HOStName: BETTen - Hostname: ps-swagger-api apibox.ca
@ e o 1P address: 56236319 1P addre: —

Tip: Click the EVS Validation Report

for detailed view of validation findings o haperse ¢ [2_]or2
@ Once passed, Copy permanent link
for pasting into Gazelle Test Instance @ e
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Where to Access the CA:eReC Simulators

CA:eReC Client Simulator

https://erec-client.apibox.ca/index.html

CA:eReC Server Simulator https://pancanadianio.ca:10008/erec/requester/$process-message
(without authorization) https://pancanadianio.ca:10009/erec/performer/$process-message
CA:eReC Specification https://simplifier.net/CA-eReC
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https://erec-client.apibox.ca/index.html
https://pancanadianio.ca:10008/erec/requester/$process-message
https://pancanadianio.ca:10009/erec/performer/$process-message
https://simplifier.net/CA-eReC
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Thank yout

To learn more about the Projectathon 2025, visit:
https://infoscribe.infoway-inforoute.ca/display/PCl/Scope%3A+Projectathon+2025

Contact Information:

interoperability@infoway-inforoute.ca

VISIT OUR WEBSITE LET’S CONNECT ON LINKEDIN
infoway-inforoute.ca linkedin.com/company/canada-health-infoway/
VISIT OUR SURVEY WEBSITE LET’S CONNECT ON TWITTER
insights.infoway-inforoute.ca/ @infoway



https://infoscribe.infoway-inforoute.ca/display/PCI/Scope%3A+Projectathon+2025
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